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Exeter Hospital, Inc. |
| TV
_ Dr. Sharon Alroy-Preis,
'Dr. Jose Montero, and
~ New. Hampshlre Department of Health and Human Serv1ces
NO. 2012-CV-617
© ORDER
ThlS case involves a New Hampshlre Department of Health ‘and Human Semces
\
(“DHHS”) investigation into the Hepatitis C outbreak at Exeter Hospital. The Petltloner
Exeter Hospltal Inc (“Exeter”) seeks a Declaratory Judgment that the Respondents,
Dr. Sharon Alroy—Prels Dr. Jose Montero, and DHHS, (also collectlvely, “DHHS”): (1)
do not have unfettered access to all paper and electronic records of Exeter’s patients; (2)
may only access portions of medical records that are not protected by State and Federal
law;. (3) may only acquire the rninimum arnount of inforrnation necessary to conduct
 their investigation pursuant to RSA 1;11-0; (4) must nroxdde Exeter with some inflormva—
tion necessary to deterrnine which patie'nt records they wish to review; and (5) must
provide Exeter with an opportumty to review sald medlcal records prior to the Respon-
dents’ review of the same records. The Petitioner also seeks a Protective Order that
would require the DHHS Respondents to provide certain information before being al-
lowed access to patients’ medical recordsd.- The DHHS Respondents object. Because Peti-

tioner has produced no.evidence to suggest that DHHS is not complying with state and

federal law in its investigation at Exeter Hospital, the Petitioner’s Motion for a Protec-



- tive Order is DENIED.

I

A

cluster of recently diagnosed'cases of Hepatitis C at its hospital. DHHS proceeded pur- -

suant to the provisions of RSA 1_41—C:1‘,' entitled “communicable diseases.” RSA 141-C:1,

entitled “Polic_'y, ” states in relevant part t_ha_t: o _»
- The outbreak and spread of communicable disease cause unnecessary risks to
- health and life, interfere with the orderly workings of business, industry, gov-

- ernment and the process.of education, and disrupt the day-to-day affairs of -

communities and citizens... [I]t is hereby declared to be the policy of this state
‘that communicable diseases be prevented, and that such occurrences be identi-

' fied, controlled, and, when possible, eradicated at the earliest possible time by

- application of appropriate public health measures and medical practices.
'In order to effectuate the purposes of the chapter, the Commissioner of DHHS
has been given broad authorlty by statute to 1nvest1gate 1nc1dents of commumcable dis-

ease. RSA 141-C:7 requlred Pet1t10ner to report the cluster of d1agnoses and, as part of

- the report, to disclose certain protected health information of its patients.

After receiving Petitioner’s report pursuant to RSA 141.—C'9l,' DHHS conducted an
initial 1nvest1gatlon to determlne whether the cluster of dlagnoses was truly an outbreak.
Since the tlme that DHHS acqulred enough 1nformatlon to determine that the cases are
related “the goals of thexlnvest1gat1on have been: (1) to stop transmlssmn of the infec-

t1on by estabhshlng, and dlsruptmg, the mode of transmlssmn and (2) to determlne the

| scope of the outbreak by 1dent1fy1ng all those 1mpacted and to allow linkage to appropn-
_ate care Respondents Memorandum of Law in Support of Ob_]eCthl’l to Motion for Pro-

.tectlve Order ( Respondents Memo in Support of ObJectlon”) 2

Early onin the 1nvest1gat10n DHHS personnel visited Exeter Hospltal on nine

occasions and accessed medical records through use of the hospital’s electronic med1cal

- DHHS initiated an investigation on May 15, 2012 after the Petitioner reporteda



(-
records- database.(“EMR”). Members of the investigation team were provided accessto -
computer terminals within the hospital to conduct their review of records. During this
time, the Petitioner did not request information regarding whi_ch medical records were
being‘reviewed, but rather, vprovided DHHS with “open ac_cess"’ after being informed

| thdt the review was related to the investigation for the Hepatitis C outbreak. |

| To help. facilitate the investigation DHHS used software “that creates ’-an elec-
tronic database for storage of the relevant 1nformat10n extracted by [DHHS s] investiga-
tors] and allows analysis of the data.” Respondents Supplemental Memorandum of Law
in Further Support of ObJectl_on to Motion for Protectlve Order (_Respondents Supple-
me_r_lt”), 3. The Centers for Disease"Control and Preventi;on _(CDC) designed the software
and it is used by trained PublicHealth Professtonals to oollect information provided in

" the EMR. Further, the DHHS used additional softw.arejto collect information related to
exposed patients that had died and other patients that died from a Hepatitis C related
cause. S . . | |

In early August, members of the investi.gation team signed an “End User Security

‘Agreement — Outs1de Ind1v1dual Access,”’ (“Securlty Agreement ") so that each investiga-
tor could obtaln a username and password that jwould prov1de access to the EMR. The
Securtty Agreement ensured that each user would only access those records as allowed
by privacy/ security policies and as allowed by law. Further, the Security 'Agreement'én-
sured that each user v'would be accountable for his/ her work conducted under their user- -
name and ensure that users would notvintentionally access any tnformation not author- ,
1zed by their password. Because each. 1nvest1gator now had their own username and-

password, the Petitioner could audlt each mvestlgator s use of the EMR after their re-

view.



Accordmg to the Respondents the 1nvest1gation led to information that indicated B

the healthcare worker suspected of causmg the outbreak in addition to being located in
the cardiac catheterization laboratory, may have also been located in the main inpatient
operating room and the intensive care unit at the hospital Because of this 1nformation

outstandmg questions remain regardmg the: mode of transmlssmn and the scope of the
outbreak.” Respondents’ Memo in Support of ObJection, 7 |

- Sometime beginning in J uly ¢ and extending to August the Petitioner began' re- -

questmg that DHHS prov1de mformation related to what facts 1t had learned 1 in ‘the i 1n- |
vestlgation DHHS however malntamed that it could not share information obtained
throughout the course of the 1nvest1gation pursuant to RSA 141- -C:10. After this, on Au-
gust 24, 2012, the Petitioner refused DHHS access to medlcal records stating that
DHHS must prov1de addltional 1nformat10n about the review,. 1nclud1ng information
about the connection of the patient to the Hepatitis C 1nvest1gat10n The instant Petition
for Declaratory Judgment and Motion for Protective Qrder followed.
: The Petitioner advances two main arguments in support of its Motion: (f) the 'Pe-

titioner contends that the Respondents have not ensured that they are only obtainmg

the minimum amount of 1nformatlon necessary in thelr 1nvest1gation as requlred by law '

to protect patient privacy (RSA 141= C 10, IV), and (2) the Pet1tioner contends that the

;‘Responden_ts access to entire medical record_s isin violation of federal and state laws

that p”rovide privileges for certain medical information. Petitioner submits that before

any review of records; the Respondents shall be required to provide the Petltioner with.

the followmg information: the patient s name; the approx1mate dates of the medical re-

'cords sought the portion of the medical record for which review is sought and an ex-

~,
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planation regarding why the infor_rnationsought is the minimum necessary. B
The Respondents object and make three points: (1) Respondents assert that they

_ \are only obtamlng the minimum 1nformat10n necessary to conduct the investigation, -
evidenced by the fact that they are using a scientific approach to define collection re-
_quirements and using tools to develop forms and databases to determine relevant in-

__ formation; (2) RespOndents contend that the state laws,cited by the Pet_itioner- do not
prohibit DHHS’s access to records for the purpose of a communicable disease _investiga-. -
tion ; and (3) Respondents maintain that they are vprohibite.d- from providing the Peti- |
'tioner inforrnation relative to the investigation pursuant to RSA 141-C:10. The Court |
agtees with Respondents. | |

. L
: New Ham‘pshire RSA 141-C:10, IV provides in pertinent nart that when the
DHHS is conducting an 1nvest1gatlon for an outbreak ofa commumcable disease, it
“shall acquire and retain only the minimum amount of 1nformatlon . necessary to
carry out its obligations under thls chapter.” The Petitioner contends that “it is incon-
celvable that an entire patient’s ﬁle is ‘the minimum amount of 1nformat10n necessary

| for [DHHS] to conduct its thestlgatlon into the Hepatltls.C outbreak.” Petitioner’s
Memorandum of Law in Support of Verified Motion for a Protective Order, 5. However,
lietitioner, the moving party, has provided no expert medical testirnony to support its -
position. In fact, at oral argument, Petitioner argued that records "prior to the incident in

| questlon could not be relevant. Respondent pointed out though that Hepatitis C could
be obtained from blood transfusions and that blood transfus1ons have only been
screened for Hepatitis C relatlvely recently The record before the Court suggests a
‘blood transfusion that occurred in the past could well be relevant b}ecause it could ex-

)



plain the presence of Hepatitis Cin a hospital patient and, therefore, could rule that pa-

tient out as part of the current incident.

Respondents, on the other hand, have provided an offer of proof that demon-
strates that DHHS is only acquiring the minimum amount of information necessary.

The Respondents explain what evidence indicates that they are obtaining the minimum

information necessary in the following ways:

For the Exeter Hospital Hepatitis C outbreak, medical information on patients
possibly associated with the outbreak that was necessary to collect to carry out
the public health response included the following: documentation of Hepatitis C
risk factors or prior Hepatitis C diagnosis, relevant underlying medical conditions
and medications, and information on encounters at Exeter Hospital that might
have exposed the patient to Hepatitis C. Forms and databases were developed to
collect this information in a systematic and standardized way. Trained public
health professionals (physicians, nurses, and epidemiologists) collected medical
information by reviewing medical records at Exeter Hospital to extract the rele-
vant data originally decided on into the database that was uniquely developed for
this outbreak investigation. During medical record review only the information in
the unique tool developed for this outbreak was collected and nothing more. Ini-
tially, these professionals were oriented to the EMR system by Exeter Hospital
staff and were shown how to navigate the EMR to identify relevant patient infor-
mation . . . Standardized collection of data by public health professionals analyz-
ing and extracting information from the EMR has: (1) allowed for a consistent,
complete, and efficient public health investigation; (2) prevented the collection of
volumes of non-relevant medical records being provided in hard copy to public
health; and (3) ensured that public health received all relevant information re-
lated to the patient given the complexity of an EMR and the difficulty with identi-
fying certain pieces of information.

Respondents’ Supplement, 8. The Respondents have provided a detailed explanation of
how they ensure that only the minimum information necessary is acquired during this
investigation and demonstrate that they are not abusing their accéss to sensitive medical
records. The Respondents have demonstrated that this is a professional, regulated, and
lawful investigation into a potentially serious health threat. Petitioner’s ipse dixit is not

persuasive.

The Petitioner attempts to analogize this case to cases in which the New Hamp-
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shire Supreme Court has developed specific procedures to protect patlent medical re-

cords in instances where the records are the subJect ofa search warrant in a criminal in-

vestigation. See In Re Search’ Warrant ( Medical Records of C.T.), 160 N.H. 214, 226

(2010). However, this analogy is unpersuasive for several reasons. The medical records
. / “ N i .

for a criminal investigation differ in several ways from the reasons for obtaining medical

_records regarding communicable diseases investigations. First, the search warrant for

an individual's medical records presents a circumstance in which the interesf of the

 State is in ensuring that criminal conduct of a target criminal defendant is detected and

punished, and that interest is, in most circumstance,s adverse to the holder of the privi-

lege. This is not ordinarily the case in an investigation into a communicable disease by

DHHS An mvestlgatron mto an outbreak of a communlcable disease uncovers dlrect

and spe01ﬁc harm occurrmg to 1nd1v1dua1s Who contract a commumcable drsease

Second, and perhaps more 1mportant once 1nformat10n is obtained pursuant to

the criminial procedures there isa hlgh hkehhood it will eventually become public. In-

formatlon obtamed pursuant to RSA 141- _Cis not turned over to pohce and prosecutors .

and rev1ewed by cr1m1na1 Jurles Unlike 1aW enforcement ofﬁcrals that do not have medi-

-

cal trammg and may not be aware of the sensrtlve nature of mformatlon contamed

_ w1th1n medical records DHHS 1nvest1gators have srgnlﬁcant medical trammg and its

~ statutes and rules prov1de for hmlted use of the information obtamed RSA 141-C:10, L.

Further, there are other areas of the law where the “minimum information neces-
sary” standard is implicated. 18 U.S.C. §2518(5), the Federal wiretap statute, requires -

that when a governmental agency conducts a wiretap in a criminal investigation, the lis-

ten-in “shall be conducted in such a way as to minimize the intercéption of communica-
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tions not otherw15e subject to 1nterceptlon "1 As the First Circuit has noted [t]hls

: mlnlmlzatlon requirement spothghts the 1nterest 1n conﬁmng 1ntrus1ons as narrowly as .

poss1ble 50 as not to trench 1mperm1551bly upon the personal hves and prlvacy of wire-
tap targets and those who often 1nnocent1y, come into.contact w1th such suspects
Umted States v. Hoffman, 832 F. 2d 1299, 1307 (1st C1r 1987) Although the 1ntru51on

must be conﬁned “[t]he statute does not fOI‘bld the mterceptlon of all non-relevant con-

versatlons but rather 1nstructs the agents to conduct the survelllance in such a manner -

as to minimize’ the 1ntercept10n of such conversatlon ” Scott V. Unlted States 434 U.S..

.~ 128 140 (1978).-Under thls framework [d]urmg the early stages of survelllance[ ] the '

' agents may be forced to 1ntercept all calls to -estabhsh categorles of non—pertment.calls'

Interceptlon of those same calls m1ght be unreasonable later on, however, once the
non- pertlnent categorles have been estabhshed and 1t is clear that this partlcular con-
Versatlon is of that type Id at 141. Courts recogmze that pohce ofﬁcers hstenlng to in-
tercepted commumcatlons often deal w1th 1nd1v1duals who use code language “the _

te‘r_ms of w_hlch,ma[k]e it d1f-ﬁ_cul_t‘ to 1dent1fy.1mm-ed1ately those calls that [are] inquiries

into [the defendant's] legitirnate business interests....” State v. (Andrews, 125 N.H. 158,

~ While the analooy to rev1ew of medlcal records is not entlrely congruent there

are certamly 51m11ar1t1es An’ electronlc 1ntercept 1ntrudes 1nto calls, not only of the tar-
' get of the 1nvest1gat10n but of those innocent: persons who call the target Some of those -

communlcatlons, for example, phys}c'lans ,and_ otherh’ealth care prov;ders, mlght well be -

priifﬂeged. RSA 141;C:io, v 'does no’t?"‘prohibit DHHS inVestigators from ever se_e'ing'

' The same minimization requrrement is set forth in RSA 570 A 9,V, the State’s cognate statute, which prov1des in

" relevant part ‘every order and mtercept shall contain a provision that the authorization to intercept shall be... con- .
ducted in such a way as to minimize the interception of comrnumcatlons not otherwise subject to mterceptlon under

this chapter...” See State v. Moccia, 119 N.H. 169 172 (1979).

kg



non-relevant information, hut r'ather requires that they onlv_ acquire and retain the

‘minimum necessary information. This proceSS'-may involve determining vvhat informa-
‘tion is not necessary to the 1nvest1gat10n and rnay 1nvolve observations of 1nformat10n |
not relevant to the 1nvest1gatlon However as. in the case of a wuetap, once the non-
relevant 1nformat10n is _1dentrﬁed, the DHHS r_nay not retain it. Further, as apparent

- from DHHS’sl explanation it has already taken steps to ensure that instances of observ-
1ng non- relevant 1nformat10n are few and far between through the use of its software

| and tools Similar to w1retap 1nvest1gatlons the investigators from DHHS are profes-
sionals trained to identify relevant and non-relevant information to the mvestlgatlon.._.
See Andrews, 125 N.H. at 167. -

Since DHHS has demonstrated that 1t is only obtaining the minimum amount of -
information necessary for its .investig‘ation, the Court/cannot ﬁnd Petitioner has estab-
lished a violatiori of the minimiz"ationrequirernent. o |

B

Ih a related argument, Petitioner. also contends that if it alloWs bRespondents ac-
cess to entire medical records, then the Petitloner will necessarily be in wolation of cer-
tain federal and state laws. Specrﬁcally, the Petitioner cites the followmg New Hamp-
shire statutes requiring patient consent before records are released: RSA 151:21, X (Pa-
tient’s Bill of Rights)' RSA 141—H'2'(Genetic Testing); RSA 141-F:8 (Testing for HIV);
RSA 135-C:19-a (Mental Health Treatment) RSA 173-C:2 (Rape Crisis and Domestic
Vlolence Counsehng), and RSA 172:8-a (Alcohol or Drug Abuse Treatment). The Peti-

| tloner also cites federal regulations interpreting the Heath Insurance Portabllity and Ac-
countabillty Act of 1996 (“HIPAA”) Because. HIPAA prov1des a ﬂoor for privacy in
medical records, the Court need only address the more stringent state law requirements.

\



See42€FR §160 203. - S B
’*Slgnlﬁcantly, Petltloner has c1ted no authorlty for the proposmon that state evi-
dentiary prlvﬂeges can thwart the efforts ofa pubhc health 1nvest1gatlon into communi-
cable chseases Examlnatlon of the prmleges themselves 1llustrates why.. |
FlI‘St the Patient’s Blll of nghts whlle 1t requires consent to release 1nformat10n
also exphc1tly provides an exceptlon for records released to persons authorized by law to
receive them, i.e. the DHHS ina communlcable disease outbreak 1nvest1gat10n RSA -

151:21, X Asto the remammg statutes the Petltloner c1tes the Respondents prov1de a

comprehens1ve summary of why the purpose behmd each of these statutes is not frus--

- trated when medJcal records are released in conJunctlon w1th a DHHS 1nvest1gat10n of a

commumcable d1sease outbreak. Respondents Supplement, 4—7.-The Court need not
repeat‘ that summary here. It sufﬁces to say that it is well settled that all statutes' relati_ng
toa particular subject m‘ust be read togethe‘r;}to effectuate all of their terms.2 Qpinion of
the Justlces 135 N.H. 543;. 545 (1992) S o

F mally, even if the prmleges recognlzed in the statutes the Petltloner ‘c1tes were
absolute and were meant to apply in all contercts the prlvrleges stlll would need to glve
way in the face of other compelhng Just1ﬁcat10ns for release of the privileged mforma-

tlon Analogously, New Hampshlre law makes clear that even so-called absolute [ev1— |

i ; ’&

- i ¥

dentlary] prlvﬂeges are subject to ov’errldmgjco_ncerns when the competmg cla1m is suf-

Add1t1ona11y, the Respondents pomt out that the Petitioner has not prov1ded any ev1dence that the statutes even
apply to its facility: it has not shown tlé it conducts genetic testing; operates New Hampshlre Hospital or one of its
designated receiving facilities; operates a\rape crisis center or a domestic violence center; or operates a federally-

. funded drug or alcohel rehablhtatlon facﬂlty 1d: at 6..If any patients at Exeter Hospital did divulge information- per-

taining to any of these categories to a physman at the hosprtal so that the information is now contained in the medi-:
cal records, the release of those records to DHHS would still be permitted under RSA 141-C:10, IIL (“The physician-
patient privilege shall not apply’ to mformanon requued to be reported or provided to the comnnssmner under this
chapter”) e ) - Pl :

[
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ﬁ01ently compelling,” e.g. the const1tut10nal right of confrontation: or compulsory proc-
ess or the constltutlonal right to a fa1r trial. A PRACTICAL GUIDE TO DISCOVERY AND DEPO- |
' SITIONS IN NEW HAMPSHIRE Vol. 1811.26 (2011).,For example both the phys1c1an-pat1ent
prlvﬂege and the attorney-chent pr1v11ege must give way in circumstances where consti-

| tutional rlghts must be upheld or ‘where “there is a compelhng need for the 1nformat10n

and no alternate source is ava1lable State V. Farrow 116 N H 731 733 (1976);
McGranahan v. Dahar 119 N.H. 758 764 (1979) As the Court recently noted, any statu-
tory privilege may yleld when d1sclosure of the information “is considered essentlal. In

re Search Warrant 160 N.H. at 225,

Smnlarly, statutory pr1v11eges must give way to the DHHS’s compelhng interest in .

1nvest1gat1ng commumcable dlsease outbreaks As the Policy of RSA chapter 141- C

stateS'

.

~ The outbreak and spread of communicable disease cause unnecessary risks to
* health-and life, interfere with the orderly workings of business, industry, gov-
. ernment, and the process of educat1on and disrupt the day-to -day affairs of

communities and citizens.

The DHHS is the ent1ty charged w1th the respon51b111ty of determmmg the scope of out-.

' breaks and determmlng how an outbreak started The entlty is comprised of trained

professmnals equ1pped to de51gn the best way to carry out these investigations. Certam

_ prlmleges contamed in medlcal records may need to give way to the DHHS s compelhng
1nterest in discovering 1nformatlon related to the 1nvest1gat10n Th1s will permit the

- DHHS to fulfill the policy of RSA 141:C and to protect public health Notably, the DHHS
isnotona hunt for prlvﬂeged 1nformat10n but rather as dlscussed supra, is tra1ned to .
avoid acquiring unnecessary medlcal records and to only acqu1re the m1n1mum neces-
sary to complete the 1nvest1_gat10n., Informatlon it obtalns wﬂl not be disclosed to the

e 11



public, as in the criminal context, but yvill_be kept 'confidential_. R_SA;141-C:10', I -
o , Finally, the Petitioner’s proposed :comprornise,v Suggesting that the DHHS inves-«.

tlgators shall provide the patlent S name, approx1mate dates of the medical records

' soughit, the portron of the medlcal record for Wthh rev1ew is sought and an explanatlon

regardlng why 1nformat10n sought is the minimum necessary before the Petltloner re-

| leases any medical records is not necessary nor. requlred by law The Court agrees with

.the Respondents that RSA _141—C:10, I should beconstrued to prohibit the DHHS from -

reedisclosing infOrrnationr obtained during its investigation to the, Petitioner. RSA 141-

C:10, I provides, in relevant part, the following:

Any protected health information provided to or acquired by the department un-
der this chapter shall be released only with the informed, written consent of the

' individual or to those authorized persons having.a legltlmate need to acquire or
use the information and then only so much of the information as is necessary for
such persons to provide care and treatment to the individual who is the subject of
the protected health information, investigate the causes of disease transmission
1n the particular case, or control the spread of the disease among the public.

e

The Pet1t10ner has not alleged that it requ1res the information. requested in order to pro-
Vlde treatment 1nvest1gate the cause of the disease transmlssmn or to control the.-
spread of the drsease among the pubhc Instead, the Petltloner has only suggested itre-
qulres th1s 1nformat10n to protect the prlvacy of the patlents 1nvolved RSA 141-C does

not perrnlt other use of re—d1sclosed 1nforrnat10n Even 1f the Respondents provided the

. names of the patlents thls would communicate to the Petltloner that these patients are

connected to the outbreak or have Hepatltls C related symptoms and spent timein a

-

quest1oned portlon of the hospltal

T oo

In sum, the Petitioner’s duty to protect its patients’ privacy must give way to the

12



‘DHHS’s interest in iuvestigating commuhicable disease Outbreaks RSA 141;C explicitlv

‘ bestows the responsibility of conductlng outbreak 1nvest1gatlons while 51multaneously
protectlng certain health mformatlon to the trained profess1onals of the DHHS. See RSA
141-C:6 (prowdmg that the commissioner: of the DHHS shall adopt rules to carrgf out the
pohcles and purposes of the chapter) Petitioner has made no showing that DHHS is not
carrying out its dutie's appropriately ox_‘ -within the limits of the law as it conducts its in-

vestigation. For these reasons, the, Petitioner’s Motion for a Protective Order vmus_t be

DENIED.

‘SO ORDERED.

Date’ : e ‘ ~ Richard B. McNamara
- - : Presiding Justice

L

13

/0[5/_//,1 B 6? a4 /u/C/(/ s

e



